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Part 1

Foundation of Information Security

1. Why Information Security Matters

Information is one of the most valuable assets an organisation owns. It underpins
operations, reputation, compliance, and competitive advantage. Loss, corruption
or unavailability of information can resultin:
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Operational Financial Regulatory Reputational
Disruption Loss Penalties Damage

ISO/IEC 27001 provides a globally recognised framework for systematically identifying,
managing and reducing information security risks across organisations of all sizes and sectors.

2. The ISO 27000 Family Explained

ISO/IEC 27001 is part of a broader family of information security standards. While many
provide guidance, ISO/IEC 27001 isthe only certifiable standard.

Key supporting standards include:

® [SO/IEC27000 - Overview and vocabulary
® [SO/IEC27002 - Guidance oninformation security controls

® [SO/IEC27005 - Information security risk management

Together, these standards support consistent, risk-based information security management.

3. Core Information Security Concepts

Atthe heart ofinformation security is the CIA triad:

® Confidentiality - preventing unauthorised access

® Integrity - ensuringaccuracy and completeness ‘Jc'A
1S0/1EC
® Availability - ensuring informationis accessible when needed 27001

Information security risks arise when threats exploit vulnerabilities affecting
information assets such as data, systems, infrastructure, or people.
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Part 2

The ISO 27001 Management System Model

Continuous Improvement and the PDCA Cycle

ISO/IEC 27001 is built on the Plan-Do-Check-Act (PDCA) cycle:

establish implement monitor, audit correct,
objectives, controls and and evaluate improve and
assess risks, processes performance adapt

define controls
This ensures information security evolves with the organisation and its risk landscape.

Risk-Based and Process-Based Thinking

An effective ISMS integrates:

Risk-based thinking Process-based thinking

focusing effort where threats and managing interrelated activities
impacts are greatest consistently

Audits, controls and resources should be prioritised based on risk exposure rather than
uniform application.

Annex SL - A Common Structure

ISO/IEC 27001 follows the Annex SL High-Level Structure, enabling easy JCA
integration with standards such as SO 9001, 1SO 14001 and ISO 45001. ol

Theten clausesform the backbone of the ISMS:

1. Scope 6. Planning

2. Normative references 7. Support

3. Termsand definitions 8. Operation

4. Contextofthe organisation 9. Performance evaluation
5. Leadership 10. Improvement



Part 3

Building Your ISMS (Clauses 4-6)

Understanding Organisational Context

The ISMS must reflect both:

INTERNAL EXTERNAL

Culture, systems, maturity, resources Regulators, customers, threats,
climate considerations

Understanding context enables organisations to identify realistic risks and priorities.

Interested Parties and ISMS Scope

Organisations mustidentify relevantinterested parties and define the scope of the ISMS, including:

Sites, systems and networks ——
n *
Processes and services *x X X

Interfaces and exclusions J.soc/:.ch
27001

The scope determines whatis audited and certified.
CERTIFIED

Leadership and Accountability

Top management must actively supportthe ISMS by:

Establishing an Information Security Policy
Aligning objectives with strategic direction
Assigningroles and responsibilities
Providing adequate resources

Leadership involvementis a key focus during certification audits.

Planning Through Risk Management

Risk assessmentand treatmentsit at the core of ISO/IEC 27001. Organisations must:

v~ ldentify information assets v~ Evaluate likelihood and impact
v~ Assess threats and vulnerabilities v Define acceptance criteria

Risks are treated through avoidance, mitigation, transfer or acceptance.
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Controls and Operation (Clauses 7-8)

Annex A Controls Explained

ISO/IEC27001:2022 includes 93 controls, grouped into:

[Organisationalcontrols ] [ People controls

[Physicalcontrols ] [ Technological controls

Controls are selected based onrisk, notimplemented by default.

Statement of Applicability (SoA)

The SoAdocuments:

Justifications for inclusion

Control applicability Implementation status

or exclusion

Itisacentral artefact reviewed during audits.

Competence, Awareness Documented
and Communication Information Control

Effective information security relies on Documented information must be:
people. Organisations must ensure:

Competence through training and Accurate and accessible
experience

Secure and version-controlled

Awareness of policies and

responsibilities Protected from unauthorised
access or loss

Planned and consistent
communication




Part 5

Measuring and Improving (Clauses 9-10)

Monitoring and Measurement

Organisations must define what to monitor, how and
why, ensuring data supports informed decision-
making.

Internal audits assess:

e Process effectiveness
e Controlimplementation
e Ongoing compliance

Auditfrequency should reflect risk exposure.

Management Review
Top management formally reviews the ISMS to:

e Confirm suitability and effectiveness
® Reviewrisksandincidents
® Approveimprovementsand resources

I

Nonconformity, Corrective
Action and Improvement
Incidents, audit findings and performance issues

drive improvement. Corrective actions must
address root causes and prevent recurrence.
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Part 6

Certification and Beyond

The ISO/IEC 27001 Certification Process

ISO/IEC 27001 certification conducted by JCA, an accredited certification body and is designed to

provide objective assurance that an organisation’s ISMS conforms to the standard. Certification
follows a structured, staged approach.

Pre Certification Preparation (Client Readiness)

Although not a formal audit stage, organisations must ensure their ISMS is sufficiently implemented
before entering certification.

Client responsibilities include:

Defined ISMS scope and boundaries

Approved Information Security Policy and objectives
Completed risk assessment and risk treatment plan

Statement of Applicability (SoA) covering all 93 Annex A controls
Key ISMS processes implemented and operating

Records demonstrating implementation (training, controls, monitoring)
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Part 6
Certification and Beyond

Stage 1 Audit - ISMS Readiness Review

The Stage 1 audit assesses whether the ISMS is designed in accordance with
ISO/IEC27001 and is ready for full assessment.

Focus of the audit:

Understanding organisational context and scope
Review of documented information

Verification of risk assessment methodology and
outputs

Confirmation that key processes are defined

|dentification of gaps that could impact Stage 2

Client must provide:

ISMS manual or documented framework
Risk assessment and risk treatment records
Statement of Applicability

Policies and procedures

N X XX X

Evidence of internal planning and leadership involvement

A Stage 1 report highlighting readiness, observations and any areas
requiring action before Stage 2.

Outcome:




Part 6
Certification and Beyond

Stage 2 - Certification Audit

The Stage 2 audit evaluates the effective implementation
and operation of the ISMS.

Focus of the audit:

Operational control of information security risks

Evidence that controls are implemented and
effective

Staff awareness and competence

Incident management and corrective actions

Internal audits and management review

Surveillance Audits - Recertification Audit

Ongoing Assurance (vears1&2) | (Year3)

Surveillance audits ensure the ISMS The recertification audit confirms ongoing
continues to operate effectively after conformity and renews certification for a
certification. further threeyear cycle.

Focus of surveillance audits: Focus of recertification

v Continued effectiveness of controls v Full ISMS performance over the

— , certification cycle
\/~ Progress on objectives and improvements

\/ Effectiveness of continual improvement
/ Review of incidents and corrective actions

v Strategic alignment with organisational

v Changes to scope, risks or organisation changes
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Transfer of ISO/IEC 27001 Certification to JCA (IAF MD 2)

Organisations holding an existing, valid ISO/IEC 27001 certificate may choose to transfer their
certification to JC Auditors (JCA). All transfers are conducted in accordance with IAF Mandatory
Document 2 (IAF MD 2) to ensure the integrity, consistency and credibility of accredited certification.

The objective of a transfer audit is to confirm that the existing certification remains credible and that
the organisation’s ISMS continues to conform to ISO/IEC 27001.

Eligibility for Transfer to JCA

A certification transfer to JCAmay proceed provided that:

v The existing ISO/IEC 27001 certificate is issued under an IAF MLA-recognised accreditation
/ The certification status is valid and current (not suspended)
v/ There are no unresolved major nonconformities

v The certified scope is clearly defined and applicable

Mandatory Pre-Transfer Review by JCA

Before accepting a transfer, JCAwill conduct a documented pre-transfer review, as required by IAF MD
2,to establish confidence in the existing certification.

Clients transferring to JCA must provide:

v A copy of the current ISO/IEC 27001 certificate

The most recent audit reports (Stage 2, surveillance or recertification)
Evidence of corrective actions and closure of any nonconformities
The current Statement of Applicability (SoA) 150/ IEC

. . 27001
Risk assessment and risk treatment records

CERTIFIED

Internal audit and management review records

SXXXXX

Details of any significant incidents, complaints or regulatory actions
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Transfer of ISO/IEC 27001 Certification to JCA (IAF MD 2)

Certification Decision and Continuity with JCA

Oncethe pre-transfer review and any required audit activities have been completed:

Certification continuity is maintained

The existing certification cycle and expiry date are preserved

Surveillance and recertification activities continue in line with the existing programme

Key Principles Applied by JCA in Line with IAF MD 2

Certification transfers are Confidence in the previous Risk-based thinking
not used to avoid certification must be underpins all transfer
unresolved nonconformities demonstrable decisions

Part 8

Beyond Certification

Getting Real Value from Your ISMS

Amature ISMS supports:

Customer confidence Strategic decision-making

What Happens After Implementation

Certification is not the end point. Ongoing surveillance audits, continual improvement and
adaptation to emerging risks ensure long-term effectiveness.
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ISO/IEC 27001 is not an IT project or a compliance
exercise. It is a business-wide management system
that protects information, enables trust and
strengthens organisational resilience.
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